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CONTENTS DISTRIBUTION APPARATUS , CONTENTS DISTRIBUTION METHOD, 

CONTENTS PROVIDING METHOD AND 
CONTENTS PROVIDER INTRODUCING METHOD 

5 BACKGROUND OF THE INVENTION 
Field of the Invention 

This invention relates to a contents distribution 
apparatus which distributes contents such as information. In 
particular, this invention relates to a contents distribution 
„ 10 apparatus which can predict contents expected to generate 



future demand based on past access situation information for 
the contents and previously acquire the contents, still 



relates to a contents distribution method using this 




apparatus, and relates to a contents providing method for 
providing the contents to a client, and to a method of 
introducing a contents provider to an Internet Service 



Provider (ISP) . 



Description of Related Art 
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With the rapidly increasing popularity of the World Wide 
Web (WWW), traffic amount on the Internet is increasing 
rapidly. The traffic amount is increasing even more due to 
the spread of music and motion pictures such as MP 3 and MPEG. 



Consequently, network bandwidth is under pressure, and 
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in the case of clients connected by a network of small 



bandwidth, there is a considerable delay from when a request 
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to transfer certain contents is sent until the contents are 
actually received . 

In order to solve this problem, there is a technique of 
caching contents from a master server on which the original 
5 contents were saved, on a proxy server of a local network. 

For example, in the WWW, this cache mechanism can be 
realized by using the Hypertext Transfer Protocol (HTTP) 
described in RFC2068. 

If a cache error occurs when a contents access request 
10 is sent to a proxy server from a client, the proxy server 

will acquire the contents from the master server by pull on 
demand. 

If the contents are transferred via a global network, 
the client may be kept waiting for a long time. 
□15 However, if the contents are cached on the proxy server, 

m 

i e y as they are transferred only within the local network, the 
H client waiting time can be reduced. Proxy servers can also 

•ins? 

i ; 

be connected via a layer hierarchy. 

For example, in large companies, there is a proxy server 

20 for every section, and the proxy server uppermost in the 

organization may be connected with the proxy server of each 
office, and the proxy server of each department, via a 
layered hierarchy. When there is such a proxy layer, it is 
possible to query the "brothers" or "neighbors" of a certain 

25 proxy server as to the existence of contents by using 
Internet Cache Protocol (ICP) described in RFC2186. 
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As for deletion of contents cached on the proxy server, 
for example in the case of SQUID Internet Object Cache which 
can be obtained from http://squid.nlanr.net/Squid/, contents 
may be deleted by using a Least Recently Used (LRU) algorithm. 
5 Furthermore, in the streaming distribution of music or 

motion pictures, when the network bandwidth becomes smaller 
than the bandwidth required by the contents, the play back of 
the contents may be interrupted. 

In order to solve this problem, there is a technique of 
:==i 10 distributing the contents by varying the bit rate of the 
42 contents according to the network bandwidth, as in the "Data 
;;P Distribution Method and Proxy Internet Server" disclosed in 
CH Laid open patent JP-A NO. 2000-13779. 

CP In a proxy with the usual layered hierarchy, a technique 

rJLS of acquiring contents by pull from a high order proxy is used 
iVj when a cache error occurs in a client request. 

On the other hand, in "the dynamic push filtering method 
i aA accompanied by staging/buffering in the proxy layer" 

disclosed in Laid open patent JP-A No. Hei. 11-7407, push 
20 distribution of contents is realized within the proxy layer 
using the contents access (usage) situation information. 

However, in the proxy (cache) server according to the 
prior art, the contents access situation information is 
merely transmitted to the high order cache server within the 
25 proxy layer, and control is not performed to acquire contents 
from the master server before there is a request from the 



client using the access situation information. For this 
reason, acquisition of contents is performed for the first 
time when there is an access request from the client, thereby 
the contents cannot be distributed in a time zone when there 
is sufficient network bandwidth. 

Moreover, although push distribution of contents can be 
performed in the proxy layer, acquisition of contents by the 
uppermost cache server from the master server which stored 
the original contents, is a pull acquisition when there is an 
access request from the client. If the streaming 
distribution of music or motion picture is performed at this 
time when there is insufficient global network bandwidth, 
play back by the client may be interrupted, or the client may 
get low bit rate, poor quality sound and image. 

Furthermore, as contents expected to be needed in the 
near future from the access situation information will be 
deleted when the Least Recently Used algorithm is used for 
deletion of cached contents, the contents must re-acquired 
and this increases the pressure on the network bandwidth. 

When caching fee-based contents in a cache server, it is 
necessary to perform control to distribute contents only to a 
client which has paid the contents fee, and not distribute 
the contents to a client which has not paid the contents fee, 
but such control cannot be performed in a conventional cache 
server. 
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When an Internet service provider (ISP) makes a start of 
a contents distribution agent operation, a large amount of 
work is involved in investigating which contents provider is 
suitable, investigating from which contents provider it is 
appropriate to receive the contents, and in procedures 
relating to contents usage with contents providers, 

SUMMARY OF THE INVENTION 

It is therefore a first object of this invention to 
30 provide a contents distribution apparatus and distribution 
;~5 method which predict contents expected to be in demand in the 
rjy future based on the access situation information of the 

.osss, 

contents and acquire them. 
lB?3 It is a second object of this invention to provide a 

l ;i5 contents distribution apparatus which determines the deletion 
W timing of the acquired contents based on the access situation 
Q information of the contents . 

It is a third object of this invention to provide a 
contents distribution method which distributes fee-based 
20 contents between a contents provider, a contents distribution 
agent and a client. 

It is a fourth object of this invention to provide a 
contents distribution method which distributes contents 
between plural contents providers, an analyzer, a 
25 distribution agent and a client. 



This invention therefore provides an apparatus which 
collects contents access situation information from a client , 
and a contents distribution apparatus which has a means to 
analyze the access trends of contents based on the collected 
5 access situation information. 

Further, it has a means to predict the contents expected 
to be in demand in the future, based on the analyzed access 
trends - 

Further, it comprises an apparatus which acquires the ^ 
QO contents which were predicted to be in demand in the future. 
3 This invention also provides a contents distribution 

ry method comprising a step which collects contents access 
|«3 situation information from a client, a step which analyzes 
'f 3 the contents access trends based on the collected access 
r :l5 situation information, a step which transmits the analyzed 

S'JJ 

^ access trends to a server which predicts the contents 
□ expected to be in demand in the future based on the analyzed 
access trends and send a list of the contents , and a step 
which receives the list of the contents from the server, and 
20 a step which acquires the contents based on the received list 
of the contents . 

By providing this apparatus and method, contents are 
acquired in a time zone when there is not much access from 
clients, and which has sufficient network bandwidth, so 
25 effective use of network bandwidth is attained. 
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Further, this invention provides a method comprising a 
step which collects contents access situation information 
from a client in an ISP (Internet Service Provider), a step 
which analyzes contents access trends based on the collected 
5 access situation information, a step which predicts contents 
expected to be in demand in the future based on the analyzed 
access trends, a step which searches a contents service 
provider from a list of contents providers which have 
contents in a certain category which is same to the predicted 

i30 contents' one, and a step which introduces the contents 

yg provider to the ISP. 

rjj By providing this method, a distribution agent can be 

made aware that even if a contents provider does not yet have 
^ any transaction experience, it possesses contents which match 
! lt5 client access trends without performing any special 

; ?. : 

procedures . 

13 Further, this invention provides a method comprising a 

step which analyzes contents access trends, and transmits 
access situation information to an analyzing agent which 

20 predicts contents expected to be in demand in the future, a 
step which receives a list of the contents expected to be in 
demand in the future from the analyzing agent, a step which 
transmits a contents acquisition request to a contents 
provider based on this contents list, a step which acquires 

25 the contents from the contents provider, and a step which 
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distributes the contents to a client based on a distribution 
. request from the client. 

By providing this method, a distribution agent can 
receive the contents list expected to be in demand in the 
5 future based on the analysis result from the analyzing agent, 
acquire the contents from the contents provider based on this 
contents list, and distribute the contents to the client. 

Other and further objects, features and advantages of 
the invention will appear more fully from the following 
f;IP description . 

| ; y BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the present invention are described below 

is 

15 in conjunction with the figures, in which: 

; s5 f Fig. 1 is a diagram showing the architecture of a first 

□ embodiment of a contents distribution apparatus according to 

this invention ; 

Fig. 2 is a diagram showing the flow for input process 
20 logic of a LAN connection interface of the first embodiment 

for the contents distribution apparatus according to this 

invention; 

Fig. 3 is a diagram showing the flow for input process 
logic performed at a fixed interval in the first embodiment 
25 of the contents distribution apparatus according to this 
invention; 
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Fig. 4 is a diagram showing databases used in the first 
embodiment of the contents distribution apparatus according 
to this invention; 

Fig. 5 is a diagram showing a time chart in a second 
embodiment of a contents distribution method according to 
this invention; 

Fig. 6 is a diagram showing a time chart in a third 
embodiment of the contents distribution method according to 
this invention; and 

Fig. 7 is a diagram showing blocks in a fourth 
embodiment of the contents distribution method according to 
this invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

The embodiments of this invention will now be described 
referring to the drawings. The same reference numbers show 
the same component elements . 

Fig. 1 is a block diagram for the architecture of a 
first embodiment of the contents distribution apparatus 
according to this invention. In Fig. 1, 10 0 is the 
architecture of the first embodiment of the contents 
distribution apparatus according to this invention, 101 is a 
operation unit, 102 is a LAN connection interface, 103 is a 
disk apparatus, 110 is a memory, 121 is an access trends 
analyzing handler, 122 is a contents predicting handler, 123 
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is a contents acquiring handler, 124 is meta-inf ormation 
receiving handler, 125 is a decryption key acquiring handler, 
126 is a contents deleting handler, 127 is a contents 
distributing handler, 128 is an acquirement of distribution 
permission requesting handler and 129 is a distribution 
permission receiving handler. 

Fig. 2 is a flowchart of the input process logic of the 
LAN connection interface of the first embodiment of the 
contents distribution apparatus according to this invention. 

In Fig. 2, 200 is a flowchart of input process logic of 
a LAN connection interface according to the first embodiment 
of the contents distribution apparatus according to this 
invention, 201 is an input waiting process, 202 is a 
determination of whether or not a contents distribution was 
requested by the client, 203 is a determination of whether a 
distribution permission was received from a server, 2 04 is a 
determination of whether meta-inf ormation was received from 
the server, and 205 is a determination of whether the 
distribution permission has been assigned to the client. 

Fig. 3 is a flowchart of the process logic performed at 
a fixed interval in the first embodiment of the contents 
distribution apparatus according to this invention. In Fig. 
3, 300 is a process logic flowchart performed at a fixed 
interval in the first embodiment of the contents distribution 
apparatus according to this invention, and 301 is a waiting 
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process which waits for a given time and which is 
periodically started or updated by scheduling or the like. 

Fig. 4 is a database used in the first embodiment of the 
contents distribution apparatus according to this invention. 
In Fig. 4, 410 is a contents information database, 411 is a 
contents name entry, 412 is a genre name entry, 413 is a 
producer name entry, 414 is a contents acquisition state flag 
entry, 415 is a last distribution time entry, 420 is a 
contents access number database, 421 is a number of 
distributions entry for contents, 430 is a genre access 
number database, 431 is a number of distributions entry for 
genres, 440 is a producer access number database, 441 is a 
number of distributions entry for producer name, 450 is a 
client contents distribution permission database, 451 is a 
client name entry and 452 is a contents distribution 
permission entry. 

According to this embodiment, the contents are acquired 
in a time zone when there is sufficient network bandwidth, 
prior to an access request from the client by the access 
trends analyzing handler 121, contents predicting handler 122 
and contents acquiring handler 123 shown in Fig. 1, and 
distributes the contents only when contents distribution to 
the client has been permitted by the determination 2 05 of 
whether distribution permission has been given to the client 
in Fig. 2. 
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First, the input operation to the LAN connection 
interface 102 in Fig. 1 will be described. The contents 
distribution apparatus 100 is connected to the client and 
server on the network via the LAN connection interface 102. 
5 In the initial state, the input waiting process 201 is 

performed which waits for a connection from the client or 
server as shown in Fig. 2. At this time, when a contents 
distribution request is received from the client, the routine 
proceeds from the input waiting process 201 via the 
£j;0 determination 202 of whether the distribution request was 
! *0 received from the client, to the determination 2 05 of whether 
i ! U contents distribution to the client is permitted. 
□ The determination 2 05 of whether contents distribution 

cn 

i5 to the client was permitted refers to the client contents 

i B 3 

= ; |5 distribution permission database 450 shown in Fig. 4. In the 
example of the database 450, distribution of contents 1 to a 

^ client 1 is permitted, but distribution of contents 2 to a 
client 1 is not permitted, whereas distribution of the 
contents 1 and 2 to a client 2 is not permitted. As a result 

20 of this determination, when distribution is permitted, 

processing is performed by the handler 125 which acquires the 
decryption key for the decrypted contents as shown in Fig. 2, 
and when distribution is not permitted, processing is 
performed by the acquirement of distribution permission 

25 requesting handler 12 8. 
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In the acquirement of distribution permission requesting 
handler 128, a request is issued for the client which issued 
the distribution request to acquire distribution permission 
from the server which manages the contents distribution 
permission information. Due to this request, when the client 
acquires the distribution permission, the server which 
manages distribution permission information transmits the 
distribution permission information to the contents 
distribution apparatus according to this embodiment. This 
distribution permission information comprises at least a name 
to distinguish the client, and a name to distinguish the 
contents. After termination of the handler 128, the routine 
proceeds to the determination 203 of whether the distribution 
permission was received. 

In the determination 203 of whether distribution 
permission was received, when the distribution permission 
information was received, the routine proceeds to the 
distribution permission receiving handler 129, and when the 
distribution permission information was not received, the 
routine returns to the input waiting process 201. In the 
distribution permission receiving handler 129, the 
corresponding contents distribution permission entry in the 
database 450 of Fig. 4 is updated from No to Yes depending on 
the received information. After termination of the handler 
12 9, the routine proceeds to the decryption key acquiring 
handler 125. 



14 



In the decryption key acquiring handler 125, the 
contents decryption key corresponding to a set of a client 
and contents is acquired from the server which manages 
decryption keys. This decryption key may be generated by the 
following steps, for example, encrypting the contents with 
common key encryption (method wherein the same key is used 
for encryption and decryption), and further encrypting the 
key used at this time by public key encryption (generating a 
public key for encryption and a private key for decryption as 
a pair of keys, and decrypting data encrypted by the public 
key, with the private key). Here, "public key encryption" 
means that a different key is used for encryption and 
decryption, the "private key" being a key for decrypting the 
encrypted data. After termination of the handler 125, the 
routine proceeds to the contents distributing handler 127, 

In the contents distributing handler 127, a pair 
comprising the contents decryption key and the encrypted 
contents acquired by the handler 125 are distributed to the 
client, and the following database updating process is 
performed. The distribution time is written to the last 
distribution time entry column 415 corresponding to the 
contents in the database 410 shown in Fig. 4. The genre name 
entry 412 and producer name entry 413 corresponding to the 
contents from the database 410 are read, and the values of 
the distribution number entries 421, 431, 441 corresponding 
to the databases 420, 430, 440 are incremented by 1 . If the 
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value of the state flag 414 corresponding to the contents in 
the database 410 has been "not yet acquired", the contents 
are acquired from the server which manages the contents, and 
the contents are stored in the disk apparatus 103. The value 
of the state flag 414 is then updated to "acquired" , and the 
contents are distributed to the client. After the above 
processing has terminated, the routine returns to the input 
waiting process 201. 

In this way, by determining whether the client has 
acquired the contents distribution permission, even for 
contents already stored in the disk apparatus, control can be 
performed to distribute the contents only when this is 
specified separately by the server. This technique is 
particularly useful when for example control is performed to 
distribute fee-based contents only to a client who has paid 
the contents fee. 

When the input waiting process 201 is performed, and the 
distribution permission information is received, the routine 
proceeds via the determinations 202, 203 to the distribution 
permission receiving handler 129 of Fig. 1, and the routine 
returns to the input waiting process 201. 

When the input waiting process 201 is performed, and 
contents meta-inf ormation (i.e., additional information 
required to classify the contents) including the contents, 
genre and producer name and so forth has been received, the 
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routine proceeds via the determinations 202, 203 , 204 to the 
meta-inf ormation receiving handler 124 of Fig. 1. 

In the handler 124 , the following database updating 
process is performed. First, new data is added to the 
database 410 in Fig. 4. Here, received values are used 
respectively corresponding to the contents name entry 411, 
genre name entry 412 and producer name entry 413, the state 
flag is "not yet acquired" and the last distribution time is 
left blank. Next, the received contents are used as the 
contents in the database 420, and new data is added having a 
distribution number of 0. 

Further, the genre name is searched in the database 430, 
and when the received genre is not registered, the received 
genre name is used as the genre name and new data is added 
having the distribution number 0. Identical processing is 
performed for the database 440. After the above processing 
has terminated, the routine returns to the input waiting 
process 201. 

Here, the meta-inf ormation was only the contents name, 
genre name and producer name, but identical processing may be 
performed also for other information. 

Next, the processing performed at a fixed interval will 
be described using the flowchart shown in Fig. 3. In the 
initial state, the waiting process 301 which waits for a 
fixed time is performed. After the fixed time has elapsed, 
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the routine proceeds to the access trends analyzing handler 
121. 

In the access trends analyzing handler 121, the 
following processing is performed. For the contents name 
registered in the database 410 of Fig. 4, the values of the 
genre name entry 412 and producer name entry 413 are read, 
and the corresponding values for the number of distributions 
Ng for genre name and number of distributions Np for producer 
are read from the number of distribution entries 431 , 441 in \ 
the databases 430, 440. An acquisition weight represented by 
a*Ng+b*Np is then calculated for each contents, and a list 
wherein each entry comprises the contents and acquisition 
weight is prepared. Here, a and b are suitable parameters 
for management information for the contents distribution 
apparatus according to this embodiment. After the above 
processing has terminated, the routine proceeds to the 
contents forecasting handler 122. 

In the contents predicting handler 122, the following 
processing is performed. The list of contents and 
acquisition weights prepared by the handler 121 is sorted by 
the acquisition weight as a key. For nr contents starting 
from the largest acquisition weight in the sorted list, the 
acquisition state flag entry 414 of the contents database 410 
is examined, and if the value is "not yet acquired", it is 
updated to an "acquire". Here, nr is a suitable parameter 
for management information for the contents distribution 
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apparatus according to this embodiment. When the above 
processing has terminated , the routine proceeds to the 
contents acquiring handler 123. 

Hence, by calculating the contents acquisition weight 
5 from the number of distributions for the same genre and the 
number of distributions for the same producer, it is possible 
to predict the contents expected to be in demand in the 
future. In other words, the contents predicting handler 122 
can predict the contents expected to be in^demand in the 
tD future based on the access trends and meta-inf ormation. 
™ When the present time T is tl<sT«rt2, the contents 

i« acquiring handler 123 acquires the contents for which the 
□ value of the state flag 414 in the database 410 of Fig. 4 is 
■! "acquire" from the server which manages contents, stores the 
id) contents in the disk apparatus 103, and updates the value of 
!*f the state flag to "acquired". Here, tl, t2 are suitable 
il parameters for management information for the contents 

distribution apparatus according to this embodiment. When 
the above processing has terminated, the routine proceeds to 
20 the contents deleting handler 126. 

Hence, by calculating acquisition weights for contents 
using the access situation information, and acquiring 
contents that are not yet acquired in a separately defined 
time (i.e., a time zone when there is sufficient network 
25 bandwidth), the contents can be acquired prior to a 

distribution request from the client, by using, for example, 
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a time zone when there is not much access from the clients 
and the network has sufficient bandwidth. 

In the contents deleting handler 12 6 , the following 
processing is performed- The values of the contents entry 
411, genre entry 412 and producer entry 413 are read for the 
contents registered in the database 410 of Fig. 4, and the 
corresponding values of the number of distributions Nc for 
contents, number of distributions Ng for genres and number of 
distributions Np for producers are read from the number of 
distribution entries 421, 431, 441 of the databases 420, 430, 
440. 

The value Tl of the last distribution time entry 415 of 
the contents is read from the database 410. A deletion 
weight represented by c*Nc+d*Ng+e*Np-f *T1 is calculated for 
each contents, and a list wherein each entry comprises a 
contents and a deletion weight is prepared. Here, c, d, e 
and f are suitable parameters for management information of 
the contents distribution apparatus according to this 
embodiment. This list of deletion weights is sorted by the 
deletion weight as a key. For nd contents starting from the 
smallest deletion weight in the sorted list, the acquisition 
state flag entry 414 of the contents database 410 is examined, 
and if the value is "acquired", it is updated to "not 
acquired", and the contents are deleted from the disk 
apparatus 103 of Fig. 1. 
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Here, nd is a suitable parameter for management 
information for the contents distribution apparatus according 
to this embodiment. 

When the above processing has terminated, the routine 
returns to the waiting process 301 which is the initial state 

Thus, the possibility that the contents expected to be 
in demand in the future will be deleted is reduced by using 
the past number of accesses to contents and the number of 
accesses to contents in the same genre or by the same 
producer as determining indicator in addition to the last 
distribution time when contents are deleted. 

The following advantages are obtained by this embodiment 

By performing the determination 2 05 of whether the 
client has acquired the contents distribution permission, 
control can be performed to distribute contents only when 
this is specified separately by the server even for contents 
already stored in the disk apparatus 103. The decryption key 
corresponding to the contents-client pair may be distributed 
to the client by the decryption key acquiring handler 125. 
This technique is particularly useful when, for example, 
control is performed to distribute fee-based contents only to 
a client who has paid the contents fee. 

Databases 420, 430, 440 are prepared comprising 
distribution numbers for each contents , genre and producer 
which are contents meta-inf ormation, and the values of the 
number of distributions entry 421 for contents, number of 
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distributions entry 431 for genres and number of 
distributions entry 441 for producers are read for each 
contents. The value of the last distribution time entry 415 
in the database 410 is also read. By calculating the 
acquisition weights and deletion weights from these values , 
contents expected to be in demand in the future can be 
predicted, and contents can be acquired or deleted. 

By predicting contents expected to be in demand in the 
future, contents can be acquired prior to a distribution 
request from the client, by using a time zone when there is 
not much access from clients and there is sufficient network 
bandwidth . 

Here, the meta-inf ormation of the contents was only the 
contents, genre and producer, but identical processing may be 
performed also for other information and used as acquisition 
weight or deletion weight parameters. 

The featured points of the above embodiment may be 
summarized in the following items (a) -(f). 

(a) The contents distribution apparatus comprises an 
apparatus which collects contents access situation 
information from a client, an apparatus which analyzes 
contents access trends based on the collected access 
situation information, an apparatus which predicts contents 
expected to be in demand in the future based on the analyzed 
access trends and transmits the access trends or access 
situation information to a server which transmits the 
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contents to an apparatus in the aforesaid distribution 
apparatus which receives the contents, and an apparatus which 
receives the contents expected to be in demand in the future 
or a list of these contents from the server. 

(b) The contents distribution apparatus comprises a 
database which records information for distinguishing a 
client and permission information regarding distribution of 
contents to the client , a database access apparatus, an 
authentication apparatus which authenticates the client and 
acquires the client distinguishing information/ an apparatus 
which receives permission information regarding distribution 
of contents to the client from a server which manages 
distribution permission information, an apparatus which 
requests acquisition of permission to distribute the contents 
from the server to the client, and an apparatus which 
distributes the contents to the client. 

Here, the client distinguishing information is acquired 
by the client authentication apparatus when the contents 
distribution request is received from the client, 
and the contents distribution permission information is 
checked against the client distinguishing information by the 
database access apparatus. 

(c) In the contents distribution apparatus, the 
contents are encrypted, and an entry which registers the 
decryption key of the contents exists in the database. 
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A server manages the decryption key, and the contents 
distribution apparatus further comprises an apparatus which 
requests the decryption key from the server, an apparatus 
which receives the decryption key from the server, and an 
apparatus which distributes the decryption key to the client 
Here, when distribution of the contents to the client i 
permitted and the decryption key is registered in the 
database, the decryption key is distributed to the client by 
the decryption key distributing apparatus . \ 

(d) When distribution of the contents to the client is 
permitted and the decryption key is not registered in the 
database, the decryption key is requested to the server by 
the decryption key requesting apparatus, received from the 
server by the decryption key receiving apparatus, registered 
in the database by the database access apparatus, and 
distributed to the client by the decryption key distributing 
apparatus . 

(e) When distribution of the contents to the client is 
not permitted, the distribution permission receiving 
apparatus receives the distribution permission, and the 
database access apparatus writes distribution permission 
information onto distribution permission information entry 
for the contents to the client in the database, the 
decryption key is requested to the server by the decryption 
key requesting apparatus , received by the decryption key 
receiving apparatus from the server, registered in the 
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database by the database access apparatus , and distributed to 
the client by the decryption key distributing apparatus. 

(f ) An apparatus is provided wherein the contents 
deleting handler 126 determines a deletion timing of acquired 
contents using the contents access situation information from 
the client. 

Fig. 5 is a time chart of a second embodiment of the 
contents distribution apparatus according to this invention. 
In Fig. 5, 500 is a time chart of \ the second embodiment of 
the contents distribution apparatus according to this 
invention, 510 is a client, 511 is a contents distribution 
request from the client to a distribution agent, 512 is 
authentication information and a contents fee from the client 
to a contents provider, 520 is a distribution agent, 521 is 
access situation information from the distribution agent to 
an analyzer, 522 is a contents acquisition request from the 
distribution agent to the contents provider, 523 is an 
authentication request from the distribution agent to the 
client, 524 are contents and a decryption key from the 
distribution agent to the client, 525 is an analysis fee from 
the distribution agent to the analyzer, 530 is the analyzer, 
531 is a contents list from the analyzer to the distribution 
agent, 540 is the contents provider, 541 are contents from 
the contents provider to the distribution agent, 542 is a 
distribution permission and decryption key from the contents 
provider to the distribution agent, and 543 is a distribution 
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agent fee from the contents provider to the distribution 
agent. 

According to this embodiment, after the authentication 
information and the contents fee are transferred from the 
5 client 510 to the contents provider 540 as in 512, the 

contents provider 540 checks the authentication information 
of the client 510. After the contents fee has been checked, 
the contents provider 540 transfers the contents distribution 
permission and^contents decryption key for the client 510 to 
the distribution agent 520 as in 542, and after the 
^ distribution agent 520 has received these information, the 

contents and its decryption key are distributed to the client 
{ 5 510 as in 524. 

|L- The distribution agent 52 0 collects access situation 

!$5 information related to contents access from the client 510 

H 5 such as genre, producer, performers and access time, and 

m 

M= transmits the access situation information to the analyzer 

530 as in 521. 

The analyzer 530 predicts contents expected to be in 
20 demand in the future from the client 510 based on the 

received access situation information, generates a list of 

these contents, and transmits the list to the distribution 

agent 520 as in 531. 

The distribution agent 52 0 transmits a contents 
25 acquisition request as in 522 to the contents provider 540 

based on the received contents list. 
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The contents provider 540 which received the contents 
acquisition request transmits the contents to the 
distribution agent 520 as in 541. In the distribution agent 
52 0, the received contents are cached. Here, the contents 
are encrypted by a common key method, the encryption key used 
at this time being managed by the contents provider 540. 

When the distribution agent 52 0 receives a distribution 
request for cached contents from the client 510 as in 511, 
the distribution agent 520 requests the client 510 to be 
authenticated by the contents provider 540, as in 523. 

The distribution agent 520 may also request the client 
510 to transmit accounting information or the like to the 
contents provider . 

When the authentication request and accounting request 
are received, the client 510 transmits the authentication 
information and contents fee to the contents provider 540, as 
in 512. Here, the authentication information comprises the 
public key in the common key method of the client 510, or 
information necessary to acquire this public key. If the 
contents fee also includes information required for 
accounting such as a credit card number or bank account 
number, i.e., accounting information (information required to 
collect fees by various means such as bank transfer, account 
withdrawals, credit card transactions or Web Money), it is 
not necessarily paid in cash. 
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When the contents provider 540 checks the received 
authentication information and contents fee, the contents 
provider transmits a distribution permission and contents 
decryption key for the client 510 to the contents 
distribution agent 520, as in 542- Here, the contents 
decryption key is generated by encrypting the key which 
encrypted the contents by using a public key acquired based 
on the authentication information of the client 510. 

When the distribution permission and decryption key are 
received, the distribution agent 520 distributes the contents 
requested by the client 510 and its decryption key to the 
client 510, as in 524. 

Thus, the distribution agent 52 0 does not directly 
distribute the cached contents even if the distribution agent 
receives the distribution request 511. Instead, the contents 
provider 540 performs a check as in 512, and the contents are 
transmitted to the client 510 only when the distribution 
agent 520 receives distribution permission as in 542, the 
cached fee-based contents can be distributed only to the 
suitable clients. 

Subsequently, the contents provider collects the 
contents fee from the client based on the client accounting 
information, and the contents provider 540 transfers a 
contents distribution agent fee, which is the fee for 
distributing the contents to the client 510, to the 
distribution agent 520 as in 543. 
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Further, the contents distribution agent 520 transfers 
an access situation analysis fee as in 525 , which is a fee 
for predicting the contents expected to be in demand in the 
future, to the analyzer 530. 

The following advantages are obtained from this 
embodiment. 

By distributing the cached contents in 541 only when a 
distribution permission is received in 542 , the fee-based 
contents of the contents provider 540 are cached by the 
distribution agent 520, and transmitted only to the client 
510 who has paid the contents fee. 

In this embodiment, the contents are encrypted by the 
common key method, and the encryption key is also encrypted 
individually for each client by the public key method, but 
the embodiment is not limited to this system and may be 
applied in the same way to any encryption method. 

In this embodiment, the contents are encrypted, but if 
the contents are not encrypted, transmission and reception o 
the decryption key is not necessary and the embodiment can 
still be applied in the same way. 

In this embodiment, the distribution permission and 
decryption key are transmitted to the distribution agent 52 0 
as in 542, after the contents provider 540 has checked the 
contents fee transmitted by the client 510, as in 512. 
However, instead of transmitting the contents fee directly t 
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the contents provider as in 512, the distribution agent may 
also collect the contents fee instead. 

The featured points of this embodiment may be summarized 
by the steps described in (l)-(6) below. 

(1) The contents distribution agent transmits a contents 
acquisition request and the contents provider receives the 
acquisition request • 

(2) After receiving the acquisition request , the 
contents provider transmits encrypted contents to the 
contents distribution agent, and the contents distribution 
agent receives the contents . 

(3) The client transmits a contents distribution request 
to the contents distribution agent, and after receiving the 
contents distribution request, the contents distribution 
agent transmits a client authentication request and 
accounting request to the client. 

(4) After receiving the client authentication request 
and accounting request, the client transmits client 
authentication information and accounting information to the 
contents distribution provider. After receiving the client 
authentication information and accounting information, the 
contents distribution provider checks the authentication 
information and accounting information, and transmits the 
decryption key to the client. 

(5) Subsequently, the contents are transmitted to the 
client. 
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(6) The contents provider collects the contents fee from 
the contents distribution agent based on the accounting 
information. 

Fig. 6 is a time chart according to a third embodiment 
of the contents distribution method according to this 
invention. In Fig. 6, 600 is the time chart of the third 
embodiment of the contents distribution method according to 
this invention, 611 is an authentication information and a 
contents fee from the client to the distribution agent, 621 
is a contents acquisition request and site license fee from 
the distribution agent to the contents provider, and 641 is 
the contents and decryption key from the contents provider to 
the distribution agent. 

Here, "site license" means that the distribution agent 
obtains the contents and its decryption key by paying a 
certain fee (site license fee) to the contents provider. 
This site license fee is determined by the number of clients 
served by the distribution agent and so forth. 

The embodiment of Fig. 6 will be further described with 
reference to the differences from the second embodiment of 
this invention already described in Fig. 5. 

In the second embodiment, the distribution agent 520 has 
requested a contents acquisition as in 522, and received the 
contents as in 541, but in this embodiment, the distribution 
agent 52 0 transmits a contents acquisition request and 
contents site license fee to the contents provider 540 as in 
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62 1, and after the contents provider 540 has checked the site 
license fee, then the distribution agent 520 receives the 
contents and its decryption key as in 641. 

In this way, a contents site license can be assigned by 
the contents provider 540 to the distribution agent 520. 
Here, the site license fee may not necessarily be cash if the 
fee includes information required for accounting such as a 
credit card number or bank account number and so forth. 

\In the second embodiment, when the client 510 has 
received the authentication request as in 523, the client 510 
transmitted the authentication information and contents fee 
to the contents provider 540 as in 512, but in this 
embodiment, the client 510 transmits the authentication 
information and contents fee to the distribution agent 520, 
as in 611. When the distribution agent 520 has checked the 
received authentication information and contents fee, the 
contents and its decryption key are distributed to the client 
510, as in 524. 

The following advantages are obtained by this embodiment. 

In the steps 621, 641, a site license for the fee-based 
contents can be received from the contents provider, 
therefore the distribution agent 520 can determine the fee 
for the contents and provide the contents to the client 510. 

Fig. 7 is a block diagram of a fourth embodiment of the 
contents distribution method according to this invention. In 
Fig. 7, 700 is a block diagram of the fourth embodiment of 
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the contents distribution method according to this invention , 
701 is a contents provider 1, 702 is a contents provider 2, 
703 is a contents provider 3, 711 is a list of contents 
belonging to the contents provider 1 from the contents 
provider 1 to the analyzer, 712 is a list of contents 
belonging to the contents provider 2 from the contents 
provider 2 to the analyzer, 713 is a list of contents 
belonging to the contents provider 3 from the contents 
provider 3 to the analyzer, 721 is an access situation 
information of the client from the distribution agent to the 
analyzer, 722 is a list comprising information relating to 
contents providers having contents which match the access 
trends from the analyzer to the distribution agent, and 731 
is an access from the client to the distribution agent. 

In this embodiment, the analyzer 530 analyzes the access 
trends of the client 510 based on the collected access 
situation information of the distribution agent 52 0, and 
transmits information relating to contents providers having 
contents which match these access trends, to the distribution 
agent 520, as in 722. 

When the access 731 occurs from the client 510 to the 
distribution agent 520, the distribution agent 520 collects 
the access situation information, comprising information such 
as the genre and producer and so forth of the contents 
requested by the client 510. The distribution agent 520 
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transmits the collected access situation information to the 
analyzer 530, as in 721. 

The contents providers 1 to 3 of 701 to 703 transmits 
lists of their respective contents to the analyzer 530, as in 
711 to 713, Here, the contents list comprises meta- 
information such as the genre and producer and so forth. 

The analyzer 530 analyzes the contents access trends of 
the client 510 based on the access situation information 
received in 721, and searches whether or not there are 
contents matching these access trends related to the 
respective lists received in 711 to 713. When such contents 
exist, information relating to the contents provider which 
transmitted the list of these contents, for example the 
contents provider 1, such as contact information or contents 
usage conditions and so forth, is transmitted to the 
distribution agent 520, as in 722. 

The distribution agent 520 acquires these contents from 
the contents provider having contents matching the access 
trends,, for example the contents provider 1, based on the 
information received in 722. 

The following advantages are obtained by this embodiment. 

The analyzer 530 analyzes the access situation 
information acquired in 721 and further analyzes the access 
trends, and by searching for contents matching the access 
trends from the lists of contents belonging to the contents 
providers acquired in 711 to 713, the distribution agent 520 
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can be made aware that a contents provider has contents 
matching the access trends , without any special information 
acquisition procedure, even in the case of a contents 
provider having no previous experience of transactions with 
the distribution agent 520, 

In this embodiment, the analyzer 530 searches which 
contents provider has contents matching the access trends, 
and the distribution agent 520 acquires the contents based on 
information relating to contents providers obtained\by this 
search result. 

Further, in this embodiment, the analyzer 530 can act as 
an agent up to acquisition of the contents matching the 
access trends, and the acquired contents are then transmitted 
to the distribution agent 52 0. 

The following variation may also be proposed in 
implementing this invention. 

(i) In a first contents distribution apparatus and second 
contents distribution apparatus comprising the contents 
distribution apparatus of the first embodiment respectively, 
the first contents distribution apparatus may also transmit 
first contents acquired from a neighboring server to the 
second contents distribution apparatus, and the second 
contents distribution apparatus may also transmit second 
contents acquired from a neighboring server to the first 
contents distribution apparatus. 
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According to this invention, the access situation 
information concerning client access to the contents can be 
collected, the contents access trends can be analyzed based 
on this information, and contents expected to be in demand in 
5 the future can be predicted and acquired based on this 
analysis result. 

By acquiring the contents when there is not much access 
from clients in a time zone when there is sufficient network 
bandwidth, network bandwidth can be efficiently used. 
IS This technique effectively estimates a future contents 

i; p access situation from the past contents access situation, 

therefore contents having a high probability of future access 

Q 

m can be acquired by the contents distribution apparatus, and 
disk capacity can be effectively utilized. 

: : 

1=5 In determining from the access situation information the 

UJ 

H; timing for deleting the acquired contents from the disk 

M= apparatus, as the future access situation can be estimated 
from the past access situation, the number of occasions on 
which the same contents are repeatedly deleted, and acquired 

20 or distributed is reduced, network bandwidth is efficiently 
used, and disk space is efficiently used. 

According to this invention, by distributing the 
contents acquired by the contents distribution apparatus to 
the client after distribution permission is received, control 

25 can be performed so that fee-based contents are cached and 
distributed only to clients who have paid the contents fee. 
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Further, according to this invention, the distribution 
agent can be made aware that a contents provider has contents 
matching client access trends without performing any special 
information acquisition procedure, and even in the case of a 
contents provider having no previous transaction experience. 

Furthermore, the present invention provides a method of 
introducing a contents provider to an ISP (Internet Service 
Provider), a method of providing or distributing contents to 
a client and%a method for distributing contents between a 
contents provider, a contents distribution agent and a client, 
as defined by the following points: 

1 . A method for introducing a contents provider to an 
ISP (Internet Service Provider), including a step of 
collecting contents access situation information from the 
client in the ISP; a step of analyzing access trends to the 
contents based on the contents access situation information; 
a step of predicting contents expected to be in demand in the 
future based on the access trends; and a step of searching a 
contents provider who has contents in a certain category 
predicted to be in demand in the future from a list and of 
introducing the provider to the ISP, 

2. A method for distributing contents to a client, 
including a step of collecting contents access situation 
information from the client; a step of analyzing access 
trends to the contents based on the contents access situation 
information; a step of predicting contents expected to be in 
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demand in the future based on the access trends and of 
transmitting the access trends to a server which transmits a 
list of the contents; a step of receiving the list of the 
contents from the server; and a step of acquiring the 
contents based on the received list of the contents . 

3 . A method for distributing contents between a contents 
provider, a contents distribution agent and a client, 
including a step of caching by the contents distribution 
agent the contents of the contents provider; a step of 
transmitting by the client a contents distribution request to 
the contents distribution agent; a step of transmitting an 
authentication request and an accounting request to the 
client after the contents distribution agent receives the 
contents distribution request; a step of transmitting 
authentication information and accounting information to the 
contents provider after the client receives the 
authentication request and the accounting request; a step of 
checking the authentication information and accounting 
information by the contents provider after receiving the 
authentication information and the accounting information; a 
step of transmitting the distribution permission for the 
client to the contents distribution agent by the contents 
provider after checking the authentication information and 
the accounting information; a step of distributing the cached 
contents to the client by the contents distribution agent 
after receiving the distribution permission; a step of 
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collecting a contents fee from the client based on the 
accounting information for the client by the contents 
provider; and a step of transferring a contents distribution 
fee to the contents distribution agent by the contents 
provider. 

4. In the method of point 3, the method further includes 
a step of collecting the contents access situation 
information from the client by the contents distribution 
agent; a step of transmitting the contents access situation 
information to an analyzer; a step of analyzing the access 
trends based on the contents access situation information, a 
step of predicting contents expected to be in demand in the 
future and a step of transmitting a list of the contents to 
the contents distribution agent, by the analyzer; and a step 
of transferring an access trends analysis fee to the analyzer 
by the contents distribution agent, wherein the step of 
caching the contents of the contents provider, caches 
contents based on the list of the contents by the contents 
distribution agent . 

5. In the method of point 3, the method further includes 
a step of collecting the contents access situation 
information from the client by the contents distribution 
agent; a step of transmitting the contents access situation 
information to an analyzer; and a step of analyzing the 
access trends based on the contents access situation 
information, predicting contents expected to be in demand in 
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the future and transmitting the contents to the contents 
distribution agent, by the analyzer, wherein the step of 
caching the contents of the contents provider by the contents 
distribution agent, receives the transmitted contents. 

6. In the method of points 3-5, the step of transmitting 
by the client the authentication information and the 
accounting information to the contents provider, further 
includes a step of transmitting the authentication 
information and the accounting information to the contents \ 
distribution agent from the client; and a step of 
transmitting the authentication information and the 
accounting information to the contents provider from the 
contents distribution agent. 

7. In the method of points 3-6, the contents are 
encrypted, and the method further includes a step of 
transmitting a contents decryption key to the contents 
distribution agent by the contents provider after checking 
the authentication information and the accounting 
information; and a step of distributing the decryption key to 
the client by the contents distribution agent after receiving 
the distribution permission. 

8. The present invention also provides a method of 
distributing contents between a contents provider, a contents 
distribution agent and a client, which includes a step of 
transmitting a contents acquisition request and accounting 
information for the cost of the contents to the contents 
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provider by the contents distribution agent; a step of 
checking the accounting information by the contents provider 
after receiving the acquisition request and accounting 
information; a step of transmitting the contents to the 
contents distribution agent by the contents provider after 
the step of checking the accounting information; a step of 
receiving the contents by the contents distribution agent; a 
step of collecting the contents fee from the contents 
distribution agent based on the accounting^ information by the 
contents provider; a step of transmitting a contents 
distribution request to the contents distribution agent by 
the client; a step of transmitting a client authentication 
request and a client accounting request to the client by the 
contents distribution agent after receiving the contents 
distribution request; a step of transmitting the client 
authentication information and the client accounting 
information to the contents distribution agent by the client 
after receiving the client authentication request and the 
client accounting request; a step of checking the client 
authentication information and client accounting information 
by the contents distribution agent after receiving the client 
authentication information and the client accounting 
information; a step of distributing the contents to the 
client by the contents distribution agent after the step of 
checking; and a step of collecting the contents fee from the 
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client, based on the client accounting information by the 
contents distribution agent. 

9. In the method of point 8, the contents are encrypted, 
and the method further includes a step of transmitting a 
contents decryption key to the contents distribution agent by 
the contents provider after the step of checking the 
accounting information; and a step of distributing the 
decryption key to the client by the contents distribution 
agent after checking the client authentication information 
and the client accounting information. 

10. The present invention still provides a method of 
providing contents to a client, which includes a step of 
transmitting contents access situation information to an 
analyzing agent which analyzes contents access trends and 
predicts contents expected to be in demand in the future; a 
step of receiving a list of contents which are expected to be 
in demand in the future from the analyzing agent; a step of 
transmitting a contents acquisition request to a contents 
provider based on the list of the contents ; a step of 
acquiring the contents from the contents provider; and a step 
of distributing the contents to the client based on the 
distribution request from the client. 

11. In the method of point 10, the step of distributing 
the contents to the client based on the distribution request 
from the client, further includes a step of requesting 
authentication from the client; a step of receiving 



42 



distribution permission transmitted from the contents 
provider after the contents provider has checked the 
authentication information and the accounting information 
transmitted from the client; and a step of distributing the 
contents to the client after receiving the distribution 
permission. 

The foregoing invention has been described in terms of 
the preferred embodiments and the above-mentioned points. 
However, those skilled in the art, will recognize that many 
variations of such embodiments exist. Such variations are 
intended to be within the scope of the present invention and 
the appended claims. 



